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INtroduction

This technical white paper provides an in-depth look at the security features and functionality that enable the
device to be used securely on your network.

This paper is primarily intended for administrative personnel responsible for the configuration and
maintenance of your PrintMonitor Plug 2.0 device.

TI-Tool does not warrant that use of the information contained within this document will prevent malicious
attacks, or prevent misuse of your PrintMonitor Plug 2.0.

How PrintMonitor Plug 2.0 Works

The PrintMonitor Plug 2.0 device communicates with our cloud services over an encrypted HTTPS (SSL)

connection to protect the data. The standard port 443 is used for HTTPS communication and the port used
cannot be changed.

If the HTTPS standard port is blocked by the customer’s environment, communication between the
customer network and the TI-Tool Cloud is not possible.

The TI-Tool Cloud is addressed by URLs and requires DNS resolution on the customers' site.

Communication using a proxy solution is supported with "basic authentication” method only.
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Communication Targets

The following servers are used to upload printer data:

> updatel.printmontior.at

> update2.printmonitor.at

The following servers are used to download software updates and configuration settings (discovery entries):

> download.printmonitor.at

> download?2.printmonitor.at

Data Transfer

Communication Sequence & Frequency

Communication is initiated every 2 hours by the device at a scheduled time between 5 AM and 7 PM. The
start time is randomly delayed by up to 20 minutes (to avoid that all devices report exactly at the same time).

Communication to the device cannot be initiated by the TI-Tool Cloud.
Device Alerts (SNMP Traps) will initiate real-time transmission to the TI-Tool Cloud — according to specified

filter settings.

Content and Size of Outbound Data

Frequency Size (Kb) Notes

Printer data Device Cloud Daily every 2 hours (+ up to 3 Size depends on
20 minutes) between 6 AM the number of
and 8 PM devices




Content and Size of Inbound Data

Communication cannot be initiated from the TI-Tool Cloud. It is only a reply to the communication initiated
by the device.

Data From  To Frequency Size (Kb) Notes
Discovery entries | Cloud Device | Daily every 2 hours (+ up to 10 Size depends on
& system update 20 minutes) between 5 AM number of
check and 7 PM discovery entries
Discovery entries | Cloud Device | On startup 10 Size depends on
& system update number of
check discovery entries
System updates Cloud Device | Daily every 2 hours (+ up to 97.280 Only if update is
20 minutes) between 5 AM available
and 7 PM

Port Settings

The PrintMonitor Plug 2.0 uses following TCP and UDP Ports:

Port Name Protocol Port #  Direction Description
TCP / UDP

SNMP UDP 161 Outbound Querying the printers

HTTP/HTTPS TCP 80/443 | Outbound Connection to printers web interface to
get detailed meter data. Only used for
Lexmark & Brother devices

CPCA UDP 47545 | Outbound Connection to Canon printers for detailed
meter data

HTTPS TCP 443 Outbound Uploading printer data to the TI-Tool
Cloud

SNMP UDP 162 Inbound Receive SNMP Trap notifications

HTTP TCP 80 Inbound User Interface for administration

WS TCP 8080 Inbound WebSocket for real-time communication
with web user interface

SSH TCP 2322 Inbound SSH Management Port is restricted to Tl-
Tool technicians only.




Device administration

Web interface

The PrintMonitor Plug 2.0 device has a user-friendly web interface. It can be accessed through any modern
web browser.

Default login credentials:

Username:  admin
Password: printmonitor

Basic configuration — via USB keyboard

The USB port allows you to connect a USB keyboard to enter basic configuration (DHCP, static IP settings,
NTP servers,...)

Transport Security

Each Plug 2.0 device ships with a pre-installed client certificate for secure authentication with the TI-Tool
Cloud. Please make sure, that firewalls or other network security devices do not intercept and modify the
certificate during the communication process.

The entire communication between the device and TI-Tool Cloud is secured by TLS/SSL.

System & Software Updates

System update is initiated at startup of the device and at scheduled times (see Data Transfer). There are 3
different update types:

> Bootloader
> Operating System

> PrintMonitor Software

Please do not unplug the device during update. It may reboot several times.



Appendix

Sample printer data (XML, sample can be downloaded from https://static.ti-tool.com/files/printmonitor/sample_data.xml)

<NewDataSet>
<Printers>
<PrinterID>1</PrinterlD>
<DnsName />
<IpAddress>192.168.100.200</IpAddress>
<Manufacturer>Ricoh</Manufacturer>
<Model>RICOH Aficio MP C4000</Model>
<Devicename>Printer01</Devicename>
v 139860541 nber
<MacAddress>00:00:74:ED:64:38</MacAddress>
<Location>IT Office</Location>
<Contact />
<DisplayText>Kein Papier: Magazin 3</DisplayText>
<StatusPrinter>4</StatusPrinter>
<Description>RICOH Aficio MP C4000 1,15 / RICOH Network Printer C model / RICOH
Network Scanner C model</Description>
<Firmware>1.15</Firmware>
<CreatedAt>2017-01-16T11:33:20.181+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:20.182+01:00</ChangedAt>
<CounterTotalDevice>30686</CounterTotalDevice>
<CounterTotalLarge>563</CounterTotalLarge>
<CounterTotalDuplex>5277</CounterTotalDuplex>
<CounterPrintTotalBlack>1907</CounterPrintTotalBlack>
<CounterPrintTotalSingleColor>230</CounterPrintTotalSingleColor>
<CounterPrintTotalFullColor>27669</CounterPrintTotalFullColor>
<CounterCopyTotalBlack»863</CounterCopyTotalBlack>
<CounterCopyTotalSingleColor>0</CounterCopyTotalSingleColor>
<CounterCopyTotalFullColor>17</CounterCopyTotalFullColor>
<CounterFaxTotal>0</CounterFaxTotal>
<SnmpVersion>1</SnmpVersion>

<SnmpComn publi d
<SnmpCommunityWrite>pr
nmpAuther tocol>0: P |

<SnmpEncryptionAlgorithms0</SnmpEncryptionAlgorithms
<SnmpPort>161</SnmpPort>
<DeviceGrouplD>0</DeviceGrouplDs>
<Ignoresfalse</Ignore>
<PrinterAlerts>
<AlertID>1</AlertID>
<PrinterlD>1</Printer|D>
<Code>808</Code>
<SeverityLevel>4</SeverityLevel>
<TrainingLevel>3</TrainingLevel>
<Group>8</Group>
<Groupindex>3</Grouplndex>
<Location>13400</Location>
<Description>Kein Papier: Magazin 3 {13400}</Description>
<Time>369942300</Time>
<CreatedAt>2017-01-16T11:33:30.297+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.313+01:00</ChangedAt>
</PrinterAlerts>
<PrinterAlerts>
<Alert|D>2</AlertID>
<PrinterlD>1</Printer|D>
<Code>808</Code>
<SeverityLevel>4</SeverityLevel>
<TrainingLevel>3</TrainingLevel>
<Group>8</Group>
<GroupIndex>4</Grouplndex>
<Location>13500</Location>
<Description>Kein Papier: Magazin 4 {13500}</Description>
<Time>369942300</Time>
<CreatedAt>2017-01-16T11:33:30.328+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.328+01:00</ChangedAt>
</PrinterAlerts>
<PrinterAlerts>
<Alert|D>3</AlertID>
<PrinterID>1</Printer|D>
<Code>1</Code>
<SeverityLevel>1</SeverityLevel>
<TrainingLevel>3</TrainingLevel>
<Group>5</Group>
<GroupIndex>1</Grouplndex>
<Location>10033</Location>
<Description>Ener {10033)</D
<Time>370306700</Time>
<CreatedAt>2017-01-16T11:33:30.328+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.328+01:00</ChangedAt>
</PrinterAlerts>
<PrinterSupplies>
<SupplylD>1</SupplyID>
<PrinterlD>1</Printer|D>
<Type>3</Type>
<Color>black</Color>
<Class>3</Class>
<DescriptionsToner Schwarz</Descriptions
<Unit>19</Unit>
<Capacity>100</Capacity>
<Level>80</Level>
<CreatedAt>2017-01-16T11:33:30.233+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.241+01:00</ChangedAt>
</PrinterSupplies>
<PrinterSupplies>
<SupplylD>2</SupplylD>
<PrinterID>1</PrinterlD>
<Types>4</Type>
<Color>other</Color>
<Class>4</Class>
<Description>Resttoner</Description>
<Unit>13</Unit>
<Capacity>-2</Capacity>
<Level>-3</Level>
<CreatedAt>2017-01-16T11:33:30.276+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.276+01:00</ChangedAt>
</PrinterSupplies>

<PrinterSupplies>
<SupplylD>3</SupplylD>
<PrinterlD>1</PrinteriD>
<Type>3</Type>
<Color>cyan</Color>
<Class>3</Class>
<Description>Toner Cyan</Description>
<Unit>19</Unit>
<Capacity>100</Capacity>
<Level>30</Level>
<CreatedAt>2017-01-16T11:33:30.278+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.278+01:00</ChangedAt>
</PrinterSupplies>
<PrinterSupplies>
<SupplylD>4</SupplylD>
<PrinterlD>1</PrinteriD>
<Type>3</Type>
<Color>magenta</Color>
<Class>3</Class>
<Description>Toner Magenta</Descriptions
<Unit>19</Unit>
<Capacity>100</Capacity>
<Level>20</Level>
<CreatedAt>2017-01-16T11:33:30.278+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.278+01:00</ChangedAt>
</PrinterSupplies>
<PrinterSupplies>
<SupplylD>5</SupplylD>
<PrinterlD>1</PrinteriD>
<Type>3</Type>
<Color>yellow/Color>
<Class>3</Class>
<Description>Toner Gelb</Description>
<Unit=19</Unit>
<Capacity>100</Capacity>
<Level>20</Level>
<CreatedAt>2017-01-16T11:33:30.278+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.278+01:00</ChangedAt>
</PrinterSupplies>
<Printerinputs>
<InputiD>1</InputiD>
<PrinterlD>1</PrinteriD>
<Index>1</Index>
<Type>3</Type>
<DimUnit>4</DimUnit>
<MediaDimFeedDirDeclared>210000</MediaDimFeedDirDeclared>
<MediaDimXFeedDirDeclared>297000</MediaDimXFeedDirDeclared>
<MediaDimFeedDirChosen>210000</MediaDimFeedDirChosen>
<MediaDimXFeedDirChosen>297000</MediaDimXFeedDirChosen>
<CapacityUnit>8</CapacityUnit>
<MaxCapacity>550</MaxCapacity>
<CurrentLevel>385</CurrentLevel>
<Status>0</Status>
<MediaName />
<Name>Tray 1</Name>
<VendorName>RICOH</VendorName>
<Model />
<Version />
<Serialnumber />
<Description>Magazin 1</Description>
<Security>5</Security>
<MediaWeight>-2</MediaWeight>
<MediaType />
<MediaColor>Unknown</MediaColor>
<MediaFormParts>-2</MediaFormParts>
<Medial.oadTimeout>-2</Medial.oadTimeout>
<Nextindex>-2</Nextindex>
<CreatedAt>2017-01-16T11:33:30.342+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.386+01:00</ChangedAt>
</Printerinputs>
<Printerinputs>
<InputiD>2</InputiD>
<PrinterlD>1</Printer|D>
<Index>2</Index>
<Type>3</Type>
<DimUnit>4</DimUnit>
<MediaDimFeedDirDeclared>420000</MediaDimFeedDirDeclared>
<MediaDimXFeedDirDeclared>297000</MediaDimXFeedDirDeclared>
<MediaDimFeedDirChosen>420000</MediaDimFeedDirChosen>
<MediaDimXFeedDirChosen>297000</MediaDimXFeedDirChosen>
<CapacityUnit-8</CapacityUnit>
<MaxCapacity>550</MaxCapacity>
<CurrentLevel>55</CurrentLevel>
<Status>0</Status>
<MediaName />
<Name>Tray 2</Name>
<VendorName>RICOH</VendorName>
<Model />
<Version />
<Serialnumber />
<Description>Magazin 2</Description>
<Security>5</Security>
<MediaWeight>-2</MediaWeight>
<MediaType />
<MediaColor>Unknown</MediaColor>
<MediaFormParts>-2</MediaFormParts>
<MediaLoadTimeout>-2</Medial.oadTimeout>
<Nextindex>-2</Nextindex>
<CreatedAt>2017-01-16T11:33:30.397+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.397+01:00</ChangedAt>
</Printerinputs>

<Printerinputs>
<InputiD>4</InputiDs>
<PrinterlD>1</PrinterID>
<Index>4</Index>
<Type>3</Type>
<DimUnit>4</DimUnit>
<MediaDimFeedDirDeclared>210000</MediaDimFeedDirDeclared>
<MediaDimXFeedDirDeclared>297000</MediaDimXFeedDirDeclared>
<MediaDimFeedDirChosen>210000</MediaDimFeedDirChosen>
<MediaDimXFeedDirChosen>297000</MediaDimXFeedDirChosen>
<CapacityUnit>8</CapacityUnit>
<MaxCapacity>550</MaxCapacity>
<CurrentLevel>0</CurrentLevel>
<Status>9</Status>
<MediaName />
<NamesTray 4</Name>
<VendorName>RICOH</VendorName>
<Model />
<Version />
<Serialnumber />
<DescriptionsMagazin 4</Descriptions
<Security>5</Security>
<MediaWeight>-2</MediaWeight>
<MediaType />
<MediaColor>Unknown</MediaColor>
<MediaFormParts>-2</MediaFormParts>
<MediaLoadTimeout>-2</MediaLoadTimeout>
<NextIndex>-2</Nextindex>
<CreatedAt>2017-01-16T11:33:30.397+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.397+01:00</ChangedAt>
</Printerinputs>
<Printerinputs>
<InputID>5</InputID>
<PrinterlD>1</PrinterlD>
<Index>56</Index>
<Type>4</Type>
<DimUnit>4</DimUnit>
<MediaDimFeedDirDeclared>210000</MediaDimFeedDirDeclared>
<MediaDimXFeedDirDeclared>297000</MediaDimXFeedDirDeclared>
<MediaDimFeedDirChosen>210000</MediaDimFeedDirChosen>
<MediaDimXFeedDirChosen>297000</MediaDimXFeedDirChosen>
<CapacityUnit=8</CapacityUnit>
<MaxCapacity>100</MaxCapacity>
<CurrentLevel>0</CurrentLevel>
<Status>9</Status>
<MediaName />
<Name>Bypass Tray</Name>
<VendorName>RICOH</VendorName>
<Model />
<Version />
<Serialnumber />
<Description>Bypass</Description>
<Security>5</Security>
<MediaWeight>-2</MediaWeight>
<MediaType />
<MediaColor>Unknown</MediaColor>
<MediaFormParts>-2</MediaFormParts>
<Medial.oadTimeout>-2</Medial.oadTimeout>
<NextIndex>-2</NextIndex>
<CreatedAt>2017-01-16T11:33:30.397+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.397+01:00</ChangedAt>
</Printerlnputs>
<PrinterOutputs>
<OutputlD>1</OutputiD>
<PrinterlD>1</PrinterlD>
<Index>1</Index>
<Types4</Type>
<CapacityUnit>8</CapacityUnit>
<MaxCapacity>500</MaxCapacity>
<RemainingCapacity>-3</RemainingCapacity>
<Status>0</Status>
<NamesInternal Tray 1</Name>
<VendorName>RICOH</VendorName>
<Model />
<Version />
<Serialnumber />
D Interne Ablage 1</Ds
<Security>5</Security>
<DimUnit>4</DimUnit>
<MaxDimFeedDir>1260000</MaxDimFeedDir>
<MaxDimXFeedDir>305000</MaxDimXFeedDir>
<MinDimFeedDir>98425</MinDimFeedDir>
<MinDimXFeedDir>90000</MinDimXFeedDir>
<StackingOrder>3</StackingOrder>
<PageDeliveryOrientation>4</PageDeliveryOrientation>
<Bursting>5</Bursting>
<Decollating>5</Decollating>
<PageCollated>5</PageCollated>
<OffsetStacking>5</OffsetStacking>
<CreatedAt>2017-01-16T11:33:30.438+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.483+01:00</ChangedAt>
</PrinterOutputs>
<PrinterStorages>
<StoragelD>1</StoragelD>
<PrinterlD>1</PrinterlD>
<Index>1</Index>
<Type>1.3.6.1.2.1.25.2.1.2</Type>
<Description>RAM</Description>
<AllocationUnits>1</AllocationUnits>
<Size>1073741824</Size>
<Used>1073741824</Used>
<AllocationFailures>0</AllocationFailures>
<CreatedAt>2017-01-16T11:33:30,502+01:00</CreatedAt>
<ChangedAt>2017-01-16T11:33:30.518+01:00</ChangedAt>
</PrinterStorages>
</Printers>
</NewDataSet>
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